COMMENTARY

Resilience or panic? The public and
terrorist attack
It is widely believed that one of the most disruptive
consequences of a terrorist attack, especially one using
chemical, biological or radiological (CBR) weapons, would
be public panic. Indeed this is one of the probable goals of
the terrorists. But there is a fundamental distinction to be
drawn between fear of the unknown or unfamiliar, and
panic. There are two issues to consider. First, how can
governments prepare the public before an attack without
reducing resilience; and second, what should be done to
prevent panic in the aftermath?
Clinical psychology literature shows that whilst general
reassurance can have a short-term beneficial impact,
providing immediate reduction in anxiety, in the long run, if
core beliefs and misunderstandings have not been
addressed, anxiety remanifests itself at an enhanced level.1,2
Repeated reassurance can be counter-productive, increasing
sensitivity and anxiety, and impeding rather than promoting
habituation. These findings suggest the need for an
approach that clarifies people’s values rather than
emphasising their vulnerabilities and which asks for vigilance
only in specific instances rather than as a general state of
alert.
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Generality and vagueness merely sensitise people, driving
their concerns rather than assuaging them. The examples of
the Washington sniper and US responses to the anthrax
incidents point to the problems of unclear, over-general, and
conflicting messages. Public anxiety appeared to be
heightened by inflated risk assessments, linked with
ambiguous messages about the need for calm while
Congress was partly closed and the Vice-President moved to
yet another “secure location”.
Simply asking the public “not to panic” seems more likely
to induce the opposite response. The semicoded references
to the IRA and its lack of effect on civil society made by UK
leaders such as the Chief Medical Officer during the same
anthrax fears made the same point more subtly, perhaps by
appealing to national stereotypes of resilience. The recent
speeches by the Prime Minister in which he shared with the
public the near impossibility of accurate prediction, and the
necessity not to become prisoners of their fears, seemed to
be treating the public as adults by taking them into his
confidence. Of course, whether or not such a strategy will
survive the inevitable recriminations should an attack
actually occur remains to be seen.
Should an attack happen, the common perception of
probable public panic is based on scant evidence.3 Research
into natural and technological disasters, both historically
and including analysis of behaviour on Sept 11, 2001, as
well as the 1993 bombing of the World Trade Center,
suggests that generally effective and adaptive collective
action and coping mechanisms occur.4 In Israel, during the
Scud-missile attacks in the Gulf War, anxiety and increased
use of health-care services was observed after the first
missiles, but within days these had subsided as the
population habituated to the new realities.5 The first use of
chemical agents during the First World War produced
panic, but subsequent attacks did not. The same is true of
the effects of area bombing in the Second World War.6
There are exceptions. The particular dread induced by
radiation could lead to a surge in demand on health-care
services.7 Disasters in confined spaces with inadequate exits
are associated with panic.8 And the absence of any overt
panic in the self-evacuation of the World Trade Center
might have been because the people concerned largely knew
each other beforehand. Furthermore, whilst the population
rising to the challenge of an acute emergency remains the
most probable outcome, that such resilience and increased
community involvement will survive in the longer term is
less certain.9
To avoid such maladaptive responses governments should
seek to incorporate the constructive cooperation of their
citizens into emergency plans, rather than excluding them
due to their assumed lack of expertise, because disasters, by
definition, stretch general provision and resources beyond
their intended capabilities. If an attack with chemical,
biological or radiological weapons occurs, for instance, large
numbers of non-critical and possibly even contaminated
casualties could best be dealt with within a familiar
environment by capable, if non-expert, carers. Approaching
the problem in this way would give purpose to the many
civil-society organisations that individuals may need to come
to depend on at such times, as well as recognising the
myriad inter-linked networks that people belong to and rely
on for information and meaning in a crisis situation. Above
all, the preparation of such groups needs to identify and
prepare mechanisms for accurate and effective
dissemination of necessary information through the full
range of available media.
In times of disaster, it is the actions of emergency
managers and their support workers that may determine the
extent and duration of context-sensitive concerns among the
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wider population. One primary role is to fill the information
vacuum before rumours, myths, misinformation, and
ultimately hoaxes can take their course. Rapid, timely,
clear, and repeated facts and data need to be at hand and
presented by trusted sources, appropriate to relevant
communities. Much of this can be prepared in advance but
needs to be specific and robust rather than general or
vague.
The release of inaccurate, confusing, or contradictory
information has the potential to increase levels of
demoralisation as well as discrediting the authorities
concerned. Such failures of communication can create
misunderstanding, suspicion, and resistance to future
warnings that ultimately inhibit relief efforts. Government
warnings and actions, as well as those of businesses and
non-governmental organisations, send important signals to
their domestic populations. Our excessive risk-aversion, as
witnessed through a series of scares and bungled risk
communications from bovine spongiform encephalopathy
to measles, mumps, and rubella vaccination could easily
become the key asymmetry exploited by terrorists to
compensate for their relative lack of power and resources.10
The public can become victims of their fears—terrorising
themselves far better than terrorists can.11
Yet, developed societies and their systems remain more
resilient than is given credit through the risk-obsessed
world-view that continuously seeks to catalogue people’s
vulnerabilities, irrespective of how implausible or
improbable certain scenarios may turn out to be.
Accordingly the oft-cited precautionary principle may only
exacerbate matters by demanding worst-case hypotheses
rather than realistic evidence.12 If the best form of defence is
offence, it is time societies moved on to promoting what is
known and what they are for rather than fearing the
unknown and what they are against.
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